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1. System

Remote Management and Monitoring System is dedicated software which
offers a user full flexibility to control the entire system based on GWR and GWR-|
cellular routers over the network. This software provides some essential
functions for router configuration and monitoring.

1.1 System requirements

Recommended Specification

Category Content

0Ss Windows 7

CPU i3

RAM 3GB

VGA 1024x768+

HDD 4GB, max size of database

Minimum Specification

Category Content

(0N Windows XP SP3
CPU Core 2 Duo 2GHz
RAM 2 GB

VGA 1024x768

HDD 50 MB for installation

1.2. Software Installation

User can find “Setup.exe” file on CD and click it to start the installation of
Remote Management and Application software. User can set up this program by
Setup Wizard as below, which is very easy to use with simply clicking “Next”

button.




% GWR Management And Monitoring E”E\E|

i# GWR Management And Monitoring

Welcome to the GWR Management And A Select Installation Folder Il

Monitoring Setup Wizard =B 29 L o

The installer will guide vou through the steps required ta install GWwR Management And Monitaring The irstaller will install GYWH Management &nd Moritaring ta the following folder.

on yaur computer
Tainstall in this folder, click "Next". To install to a different folder, entter it below or click "Browse'

Folder:

C:\Program Files\GenekolGWwWH Management And Monitoringh, Browse...

Install GWR Management &nd Monitoring for yoursell, or for anyone wha uses this computer:

WARNIMG: This computer program is pratected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted ta the makimum extent possible under the law,

(O Everyone

@ Just me

Cancel ] [ < Back ] | Mext >

Cancel

Program is located in “C:\Program Files\Geneko\Management And Monitoring”
as default unless user changes folder during program installation

% GWR Management And Monitoring E”E\El 15 GWR Management And Monitoring E”E\E|
Confirm Installation el Installing GWR Management And Il
adlgdly Monitoring =149

GWHR Management And Manitoring is being installed.

Please wait..

The installer is ready ta install GWHR Management And Manitoring on your computer.

Click "Mext" to start the installation,

Cancel ] [ < Back ] [ Newt>

Upon clicking “Close” button as below, user can find the GWR icon created
on desktop window. After initial installation, user can click this icon to execute

software.

1% GWR Management And Monitoring,

Installation Complete A

G'wR Management And Monitoring has been successfully installed.

Click. "Clase" to exit.

Please use Windows Update to check for any critical updates to the . MET Framework.




1.3. System Startup

Click on the GWR icon on desktop window or “GWR Management & Monitoring”
from Start menu opens Main Screen as below.

Adobe Reader 9 T R R ™ . )
“ @ Microsoft 5L Server 2005 .. PRemote Assistance
wWindows Media Player:
a Skype l@ Mero 9
) a Mek-SHMP. m Windaws Movie Maker

T!J igeneko Management&Monitaring. *

WoardPad

All Programs &

@ Motepad++

[T WPort Admiristration Sule
& OpenOffice.org 3.4.1
CpenyPh

@ osms

PCamm Lite 2.6

- v ¥ w w ¥ w w w -

1.4. Main Screen

G 5  Devices | Spesific operations | Assacisted s |
Gioug name oot Nuanber of devices i drou: o Ciae
Giroup descipl et ol et o Gepees U0

Fields numerated in above picture are following:

Main Menu

List of Groups with belonging Subgroups and Devices

List of device’s checks listed per device or per group depending what is
selected in previous field (Field 2)
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4. List of associated Specific commands or Files for device selected in field
number 2
5. Status of the Group or Device selected in field 2

2. System Settings

2.1. Prerequisites

Application has to communicate with the router to collect data and form statistics
for monitoring. Firstly option Remote Management has to be enabled on the
router, like in the following picture.

- Protocol: Geneko (application
collects data from Geneko

Remote Management

Remote Management Settings

o routers)

Enable Remote Management _ H . H H

e I Bind to: PPP (application

Hird to TR _coIIects data from PPP

TGP port 7878 interface)

Ussmame admin - TCP port: 7878 (default)

(FEESITEE CLlul - Username and Password:

Remote Management Status admln (authent|cat|on def'ned

Status started in the same way on the
application to enable data
transfer between them)

2.2. Program

Option program has only three basic commands which controls monitoring
systems. These commands are:
1. Start monitoring
2. Stop monitoring
3. Exit, which closes interfaces but application continue to work in the
background

Program | Cewvices  Files  Operations  Alarms  Miew  abouk

€3 start monitoring Checks | Faild checks

Exit




2.3. Devices

Option devices allows only basic add and device search. To command ADD be
effective device group must be added first. When application is started for the
first time group ROOQT is already configured.

® GWR Management and Monitoring

Program | Dewices | Files  Operakions  Alarms  Miew  About
| Add device Chrl+U |

:ailed checks

Search and edit devices Fz
Bl 1T227 23432 H [

Init name

E3 192168205

Fields which describes the device are:
- Name
- Username
- Password
- Hostname (or IP address)

Mew Device

[Device data

M amie; ||

|zername:

Paszword: |

Huosthame:

Save device l [ Cloze ]

Field “Name” has to be unique for every device and you can find exact device by
its “Unit name” within Search option.

None of the mentioned field is mandatory but if Username and Password are not
defined, data from the router cannot be collected.

Devices can be searched by three parameters:
- Unit name
- Hostname
- Username
- Password



AdvancedSearch

Unit name: | |

IP Address: | |

Login usemanne: | |

[ Search ][ Close

Unit 1D Unit name Hostname Uzemame Pazsword

2.4. Files
Group of commands for file manipulation are:

() GWR Management and Monitoring

Program Devices Dperations alarms Yiew

#-= Root Mew File Ckrl+-F
E'--— Search and edit files F4
I &3 19216835
----- & 192.168.35.3u
New File

There are two types of files with which you can work:
1. Configuration files
2. Firmware files

If configuration file is selected there is two option for import, “browse”, and “from
unit”. If second option is selected configuration file is automatically exported from
the selected unit and imported to application database. List of all units is in
drop/down menu.



File type: |Eu:unfiguratiu:un file: w |
File mame: | |
File: () Browse (%) From unit
Beich w
1921681314 s
132168132 B
S ave 1921681313
192.168.33.18
1921681325

If firmware file is selected to be imported only option “Browse” is available,
because firmware cannot be exported from the unit

File type: Firrnl.-'-.larEe file

d

File name: | FileM arne |

File: (¥} Browse

| L]

Save l [ Cloze

Search and edit files

All imported files are listed in the drop/down menu for the option selected:
Firmware or Configuration file.
Files can be saved or deleted.



File type: |Firmware file W |

Filz name: | Firmware]

File: | -]
Save ] [ Delete ] [ Cloze ]

2.5. Operations

Commands used in CLI of the router can be started from Remote application.
Firstly they have to be defined within application. This can be done in this
section.

Program  Dewvices  Files | Operations | alarms  Miew  Abouk

= = hew operation Chrl+0 |_

Search and edit operations F5 m




New operation

New command is defined within application by entering command name and
command itself. In the picture below is example of inserting the command for
showing firmware version.

Operations

Command name: I firrsare wesion |

Command text: | ghoww -f |

L Save J [ Cloze

Search and edit operations

Commands can be searched by its name or command itself. Commands can
be deleted or changed with this option.

Advanced Search - Operations

Operation name: |filmware |

Operation test: | |

L Search J [ LCloze

Operation id Operation name Operation text

firrmwane show -f Save Delete

Fields “Operation name” and “Operation field” are editable and changes are
saved with “Save” button.
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2.6. Alarms

Alarms give information about event which is tracked or error with some of
devices. To have alarms active application should not be closed.There are four
types of alarms:

1. System event log
2. E-malil
3. SMS
4. Balloon notification

Program  Dewices  Files  Operations | Alarms | Miew  About

= pm | Add alarm * | System event log

Search and edit alarms F& SMS

B/ BEEEESE E-mail
J 192.168.12.24 19216 Bialoon natification

Type of alarms can be chosen directly from the menu, or by tab when you open
any of the alarms.

Alarms E| |E| E|
Configuration Iterms
System event | E-mail SMS Baloon Choose itern an which pou want to set the alam
L . = [JRaat
MHatifization will be placed in spstern tray baloon [ Druga
tMessage header for success: []192.168.13.19
| | []192168.13.16
: []192168.13.14
teszage header for failure (1921681313
| | []192168.33.18
[]192.168.13.11
[]192168.2317
Confirnation
Apply l ’ Catcel




On the right side of the panel are devices and groups to which alarms can be
attached. If alarm is attached to a group it will be attached to all devices in
that group. Alarms are displayed for every check change which is bound to
that unit; in case one unit has more checks alarm is displayed for every

check.
System event log

These messages are displayed in the event log of operating system,
Event viewer > GWR Monitoring

File Action “iew Help
e | m| 2
Ewvent Yiewer {Local) Gwr Monitating 6 evenk(s)
4| Application Type | Date | Tine Source Categary | Ewvent | User Computer
gec‘t"”t" (Enfarmation  5/10/2012 2:02:17 PM GurMonitoring Mane 0 [y BKOSTIC
stem Pt e
kd L2 Information  5/10/2012 §PM  GwrMonitaring Mone 1} e AKOSTIC

E4l] Guwr Monitarin - 5 P
InternetEprDgrer @ nformation  S{10/2012 2:00:39 PM  GwrMonitoring Tone: a o RlcTic

m PRTG Netwark Manitar @InFormatmn 5/10/2012 2:00:39PM  GurMonitoring Mane o A AKOSTIC
@InFnrmatmn 5/10f2012 1:23:30 PM GwrMonitoring Mone [1} VIEY AKOSTIC
@InFormatmn 5/10/2012 L21:52PM  GurMonitoring Mane o A AKOSTIC

E-mail

When alarms are sent via Email, IP address and user credentials for the
Email server have to be configured. Example for Email alarm configuration is
on picture below.

Alarms
Configuration Iterms
Spgtem event E-mail SMS Baloon Chooze item on which you want to zet the alarm
SMTP Server: | 192.168:1.100 | Pot (25| & B oot
[]192.168.13.19
Subject: |."-‘«|arm notification | []192.168.13.16
[]192.168.13.14
|Jzemarme: | riotifwEadrmin, com | []192.168.13.13
Password: | adrninistrator | :: gg} Eg?g:‘l 18
Sender address: | appiEiadmin.com | []192.188.2317
. - [1Cruga
Destination address: |adm|nlstratnl@geneko.rs{ |
tessage header for success:
|uP |
teszage header for failure
|DOWN |
Confirmation

Apply l ’ Cancel
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SMS

Alarms can be sent via SMS message to mobile phone. SMS settings panel
with example of configuration is shown on the picture below.

Alarms |Z| |§| g|
Configuration Itermns
Syztem event E-mail SHS Baloon Chooze item on which you want to zet the alarm
_ =[] Roat
SMS gateway addiess: | 21.45.234.154 | 71921681319
Part: 5001 192168.13.16
- []192168.13.14
SMS destination: |+381 B53456789 | 11921681313
[]192168.33.18
) []192.168.13.11
teszage header for success: (1521682317
|UP | [] Druga
teszage header for failure
\DOWN |
Confirnation
Apply l ’ Cancel

Balloon notification

Alarms are displayed in bottom right corner of the desktop like in picture
below.

GWR Monitoring x

neuspeho
192.168.13.11 changed state ko OFF For PING check,




View

Detach Monitoring Window option is used for separation of monitoring and

configuration options. Monitoring windows looks like on the picture below.

|®) GWR Management and Monitoring,

|[ Checks | Faied checks

Stalus  H

@GO@@GH

192.168.35.3u
192.168.35.4u
190,168 36.6u
192.16853 2u
19216853 3u
192.16853 4u

192168353
192168.35.4
192188358
192188532
192168533
192168534

Check type
ping
ping
ping
ping
ping
ping
fing

5835

Flepl hom: 192 168.35.3 byle:
Tineout expredt 192168, 35.4
Tineout expied: 192168356
Flepl hiom: 132 168.53.2 byle:
Flepl iom 192168533 byle:
Timeout expredt 192168534

5 = 32 lime:

s = 32 fime=Tms TTL=64
5 = 32 fime=Tms TTL=64

20130130 121501
201301 301215:00
2013-013012.15:20
2013-01301215:20
20130130 1215:00

3. Device, Group and Check Manipulation

3.1. Device manipulation

Devices are listed in left window with groups and complete tree of the system.

One group can be consisted of devices and other groups. Number of the tree
levels (depth of the tree) is not limited but it is not recommended to use more

than 5 levels of subgroups.

14



Device management options are listed with right click on the device:
- Add check
- Enable all checks
- Disable all checks
- Delete all checks
- Addfile
- Add operation
- Edit device
- Delete device

© GWR Management and Monitoring

Program  Devices  Files  Operakions  Alarm:

== Root Checks
+-= GWR3b22
= FwWR52 Statuz

+..=1 Hifeathe Add check r

+-= Upload Enable all checks

+ 2 Finska Disable all checks

+-= Adam

5= |Hostnart Delete all checks

- Add file v
Add operation
Edit device

Delete device

Add check

Devices are monitored by the checks which are attached to them. There
are three types of checks :
ICMP ping
SNMP
ARP ping
Signal level

PobdPE

Per device can be chosed several checks, but it is recommended to select
only one to have optimal system and this way total number of checks will be the
same as number of devices in the system.

ICMP ping settings tab is opened when this check is selected. From this
panel you can select all other check types by choosing tab of check of interest.
Check configuration panel is showed in picture below.

15



Add Check =3

Add Check

Router Infarmation Fiouter Information
Device Name: 192.168.35.3 Device Hame: 192 168,752
(Rt TP Address: 192.168.35.3
{ICMP Ping }| SNMP | ARP Fing | Signal level ICMP Ping [/ SHME || ARP Ping | Signal level
Mumber of packets: Comunity string:
Response timeout ms Obiject 1D (OID]:
Packet size: 32 % | bptes Response type:
Response timeout: [0S
Attempts:
Walue equal hd | string | |
Check periad: 3 Check period: B
Enabled Enabled
[ Save ] [ Cloze ] m m
Add Check =3 Add Check E0&X
Router Information Router Inform ation
Device Name: 192.168.35.3 Device Mame: 192.168.35.3
Address: 192.168.35.3 Address: 192168.36.3
ICMF Fing || SNMP |{ ICMP Ping | SMMP || ARP Ping ||

ARP ping check iz passed if valid MAC address iz discovered. Minimum signal level:

Fesponze timeout:

Check period: 8 Check period: 8
Enabled Enabled
Save ] [ Cloze ] Save ] [ Close ]

SNMP, ARP Ping and Signal level are selected in the same way from the Add
check menu or by selecting tab on the panel.

When device is selected in the left side window, all associated checks are
displayed on the right side. When group is selected checks associated to all
devices in that group are displayed

When one of the checks fails device and group where that device belongs

become red colored. In the picture below all devices have failed ping check
(unavailable devices). Groups and devices are marked red.

16



| ® | T 51319 Tun
Q :ismns 1521681316 Timeout evpiect 1921681318 T
Q 1Riemn 1521681314 ding T e 1921881314 Tuneden 120512091807 [
© e 1821681313 g i ot 1921681213 Tureden 120512091605
e 132.168.33.18 1321683318 ping Ti red: 1921683318 Tumed on 2012-05-1209.16:08
O s 182188131 Fing T ed 1921661311 Turedon adrin 2120542081615 [
Q 1mienT 1521682317 ping Timeout expiect 1921682317 Tuneden 2120512091603

Right side window has two tabs: Checks and Failed checks
In the “Failed checks” are listed all currently failed checks. This way all
current issues are simply listed in one place.

Add file

There are two types of files that can be associated with device: Firmware
and Configuration file. File association doesn’'t do upload automatically. For file
upload one more step must be done.

@ GWR Management and Monitoring

Program  Devices  Files  Operations  Alarms  Wiew  About

=2 [Root Checks | Failed checks
+-= . BWR352.2
= EFwWRIR2 Status Hostname
- 192.168.20.102
+-= Uploag &dd check ¥
#-Z. Finska Enable all checks
#-= Adam .
5 =8 Hostna Disable all checks
#-= . Swissd Delete all checks
+-= weath
Add File 4 Firmuare file
Add operation Configuration file
Edit device

Delete device

When type of the file is selected new window is opened where is from
drop/down menu choosed one of the files (previously uploaded to database). File
is uploaded to the database with option Files > New file, in the Main menu.

17



Add File To Device Add File To Device
Fouter Information Fouter Information
Device Name: Device Name:
Address Address:
File type: Firmware file File type: Configuration file
File name: | [FiRETl File name: v

All associated files to selected device (in the device list) are displayed in
right bottom window. There are two tabs, “Specific operations” and “Files”. Files
are separated by type — Firmware or Configuration file. For example, by selecting
tab “Files” and option “Configuration file” in drop/down menu “File type” all
associated configuration files to device selected in device list are displayed. In
the picture below only one file named “Confl” is associated.

Specific operations | Associated files

Rt onfiguiration file

File name

I

Wiew ] [ Upload ] [ Femave ]

There are three options for associated configuration file manipulation:
- View (as a text file)

- Upload (to the associated device)
- Remove

Option “Remove” only disassociates file from the device, file remains in
the application database. If file should be deleted from the application, that can
be done with option Files > Search and edit files, in the Main menu.

For associated firmware file manipulation, only two options are available:
Upload and Remove, because firmware file cannot be viewed.

Add operation

Similar to file association commands can also be attached to individual
devices. Commands executed from the application are the same to commands
from EDIT mode of router Command Line Interface (CLI).

Commands are chosen from the dropdown menu of previously defined
commands (option Operations > New operation)

18



Add Operation, To Unit

Fiouter Infarmation
Unit M ame:

Address:

Operation name: | [FEE]

Operation test:  rebaoat

All associated operations to selected device (in the device list) are displayed
in right bottom window. There are two tabs, “Specific operations” and “Files”. For
example, by selecting tab “Specific operations” all associated operations to
device selected in device list, are displayed. In the picture below only one
operation named “Restart” is associated.

Specific operations | Associated files

Command narme Command text Parametrs

reboot Execute ] [ Remove

]

There are two options for every operations:
- Execute
- Remove

Option Remove, like in file manipulations, only disassociates operations
from the device. If operation should be deleted from the application, that can be

done with option Operations > Search and edit operations, in the Main menu.
Edit device

Option “Edit device” opens the same panel like option Devices > Search
and edit devices, from Main menu.

In the picture below device “192.168.13.14" is selected.

19



AdvancedSearch

Unit name: | |

IP Address: | |

Login usemanne: | |

[ Search ][ Close

Unit 1D Unit name Hostname Uzemame Pazsword

.3 192.168.53.3u 192.168.53.3 admin adrmin Delete Save changes

All fields except Unit ID are editable. Changes are saved by selecting
button “Save changes”. “Delete” removes device from the application.

Delete device

This options removes device with all its associated checks from the
application.

3.2. Group manipulation

Every device has to be added to one of the selected groups. Without any
group defined in the system device cannot be added. When application is started
for the first time group “Root” is pre-defined. “Root” can be changed or deleted
like any other group which is created by the user. Options which are available for
group manipulation are displayed with right click on the group like in picture
below.

Program  Devices  Files  Operations  Alarms

-_ R oot | = - l
#-= Drug Group b
Devices b
| Upload File |
|
Sican Mebwark, For GWR, |
LA | =

20



Application provides four options for group manipulation:

Group

Devices

Upload file

Scan Network for GWR

PR

Group
Option “Group” provides basic group operation:

- Add group

- Edit group

- Delete group

- Add check

- Delete all checks

- Enable all checks
- Disable all checks
- Add Operation

- Export this node

- Group Info

When new group is formed name and description of the group should be
entered. These fields are also shown when “Edit group” is selected. Name of the
group is displayed in system tree as the group ID.

When group is deleted all attached devices are also deleted with all
belonging checks to those devices.

Checks can be added to group level the same way like on device level
(3.1. — Add check). When check is added on group level it is added to all devices
related to that group. If any of device already has some check, it will get one
more check inherited from the group. That also applies to checks of the same
type, device can have two identical checks (highly not recommendable).

Checks can be enabled, disabled and deleted on group level.

Commands can be added per group and all devices in the group and
subgroups will have commands assigned.

Export from the application is possible only per group. Exported file is in
XML format.

By selecting “Group Info” following window is displayed.

21



I Statistics for Druga

Mumber of devices in group; 4

Mumber of currently UP devices: 0

MNumber of currently DOWHN devices: 4

Group descriptiorn: ista ravan

192.183.13.21 1921831321 ping 0 Timeout expired: 192 1681321 2012-05-12 08:23:08

192.168.13.24 1921631324 ping o Timeout expired:192.168.13.24 2012-05-12 08:28:10
192.168.13.25 192.163.13.25 ping [1} Timeout expired: 192.162.13.25 2012-05-1203:28:10

192.163.13.22 192.163.13.22 ping 0 Timeout expired: 192.168.13.22 2012-05-12 03:23:11

In this example group has 4 device which are all down.

Devices

Device can be added to group by selecting “Add device” under this option.
Required parameters are the same as option Device > Add device, which is
selected from the Main menu (2.3).

Upload Firmware

Firmware can be uploaded to all the devices in the group (and subgroups
if there is any) by selecting firmware file under this option. Firmware must be
previously uploaded to application database (Files > New file) to show up in
dropdown menu.

Scan Network for GWR

Devices can be automatically inserted in the group by network scanning
network. All devices in the same broadcast domain will be listed after button
"Scan” is activated. Listed devices can be selected separately. By clicking button
“Add selected devices to group” all selected devices will be added to group. In
the example below 2" device will be added to group.

Device with the same name cannot be added twice. If device with the
same name already exists it is marked red after unsuccessful add.

22



Scan Network For GWR

Add router to i Router Firrnwaare : s
e Fouter name Serial Ma. tadel SRR s Pingable
O | 192.168.1.17 | B61785007992509 GwR-1202 | 192.168.1.17 221 202 ind_r...

|
|
[] Select Al
[

Scan ] [ Add zelected devices to group ]

If field “Pingable” is ticked, device can be reached over router IP address, if that
is not the case router cannot be reached over displayed IP address.

3.3. Check manipulation

Every check can be configured separately by right click on it. Checks are
listed in the right window of the applications. Every check are attached to one of
the device.

] Checks | Failed checks

Status Hoztname IP Address Check type L

- ® | mﬁ

& w0 1o | T

€ 192188113 12| Edt check | F

€@ 132163114 qgp| Deletechedk F

€ 192168116 192] Statistics F

€ 192188117 192168117 ping F

F .1 e e em e = e e em e = . -

23



Alarm

Within this option type of alarm is configured, which application should
start when failed check is detected. Configuration of alarms is the same as this is
done from main menu, option “Alarms” (2.6).
Edit check

Check can be additionally configured with this option. When this option is
selected window for check configuration is showed.

Delete check
This command removes check from the application.
Statistics
For graphical representation of router’s state history option “Statistics” is

used. Time interval of interest can be defined for which diagram of router’s state
(up or down) is showed. Also number of lost packets is graphically displayed.

% Stats for: Device - Rucno, Group - Prva, Check type - ping

24



3.4. Drag and Drop functionality

Devices and groups can be rearranged by drag and drop functionality.
They can be moved between groups, subgroups and supergroups. Only
limitation is that device cannot be positioned outside any group.

® GwWR Management and Monitor

Programn  Devices  Files  Operakic

== Roat
= GWR352.2
= GwR3s2
&9 19216820102
== Upload

&9 192168.35.2u
&9 192168.35.3u
&9 192168.35.4u
&9 192168.35.6u
&9 192168.53 2u
&9 19216853 3u
&9 192168.53 4u
Finzka

&5 193.66.75.86
G 17227 234 27
= Adam

= Hosthame

]
[

[
[}

If neither group is selected (below last group/device in the list), right click
to blank field opens following menu:

Add group

Irnport group

Add group

This option is selected when new group should be created.
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Import group

With this option import of previously exported group is imported. File
format supported is XML.
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